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The Why Behind 
the Upgrade



Risks and Concerns

Real Time Collaboration Security Cost

Although significant effort and 
resources were dedicated to this during 
the Covid pandemic, many businesses 

continue to face challenges with 
fragmented systems and managing 

multiple disconnected tools and 
workflows.

Costs of a cyberattack go beyond 
just financial costs and can impact 
productivity, future opportunities, 
and business reputation leading 

to negative long-term effects.

Complex solutions involving 
multiple vendors often increase 

expenses due to overlapping 
subscriptions and added 

complications, missing out on 
integrated benefit.

Source: SMB Cybersecurity Research Report 2024

https://aka.ms/SMBCybersecurityReport2024


82% 1 in 3

+90% 80%

Security is Top of Mind for Organisations

1 2

Source:

1. The Devastating Impact of Ransomware Attacks on Small Business, April 04, 2023

2. SMB Cybersecurity Research Report 2024

2 2

https://www.law.umaryland.edu/content/articles/name-659577-en.html
https://aka.ms/SMBCybersecurityReport2024


Risks and Concerns

False Sense of Protection Rising and Unexpected
Costs of a Cyberattack

Increasing
Operational Challenges

Source: SMB Cybersecurity Research Report 2024

https://aka.ms/SMBCybersecurityReport2024


Licensing Overview

Consumer

SMB (<300)

Enterprise (>300)

Academic

Office 365 E1
Office 365 E3 / EMS E3 / Windows E3
Office 365 E5 / EMS E5 / Windows E5
Microsoft 365 E3
Microsoft 365 E5

Microsoft 365 F1
Microsoft 365 F3

Microsoft 365 A1
Microsoft 365 A3
Microsoft 365 A5

For Home

For Business

For Enterprise

For Education

Firstline





License Name % Increase

Microsoft 365 Business Basic 16%

Microsoft 365 Business Standard 12%

Microsoft 365 Business Premium N/A

Microsoft 365 E3 8%

Microsoft 365 E5 5%

Price Adjustments Driven by Microsoft



Business Basic
Apps and services to kickstart your 
business.

Cloud Services

Business Standard
Desktop apps and cloud services to 
securely connect, collaborate, and create.

Web and Mobile Apps

Business Premium
Everything your business needs to be more 
productive and secure

Microsoft 365 SKUs for SMBs

Cloud Services

Web and Mobile Apps

Cloud Services

Web and Mobile Apps

Comprehensive Security



Microsoft Entra ID

Microsoft Intune

Microsoft Defender

Microsoft Purview

Azure Virtual Desktop

Microsoft Defender for Office 365

Microsoft 365 SKUs for SMBs

Business Premium
Everything your business needs to be more 
productive and secure

Cloud Services

Web and Mobile Apps

Comprehensive Security



Security Feature 
Breakdown



Microsoft 365 Business Premium

Identity and 
Access Controls

Device 
Management Device Security Email and 

App Security Data Security

Microsoft Entra ID 
Plan 1

Microsoft Intune Microsoft Defender for 
Business

Microsoft Defender for 
Office 365 

Microsoft Purview

Layered Security Improves Your Security 
Profile



Microsoft 365 Business Premium

Identity and 
Access Controls

Device 
Management Device Security Email and 

App Security Data Security

Microsoft Entra ID 
Plan 1

Microsoft Intune Microsoft Defender for 
Business

Microsoft Defender for 
Office 365 

Microsoft Purview

Layered Security Improves Your Security Profile



Real World 
Examples



Challenge

gain access to work information by stealing passwords 
and  trying to gain access to the work data from 

anywhere in the world.

Solution

Entra ID – Conditional access

1Source: https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-

account-attacks/ based on MSFT internal study

DS

of identity attacks are 
thwarted by multifactor 
authentication.1

With Microsoft Entra ID P1
• Multifactor authentication

• Conditional Access policies

• Self service password reset

99%

https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/


She accidently 
saves it to her personal share, which is not secure, 
for later reference.

1Source: Microsoft Internal Research of SMBs (2-299 employees)

64%
of SMBs allow employees to access 
work data on personal phones and 
computers.1 50%+

of respondents in critical 
infrastructure sectors report that 
they have experienced significant 
security incidents involving mobile 
or IoT devices.2

M
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Personal apps

Personal storage

2Source: The Verizon 2024 MobileSecurity Index (MSI)

Challenge Solution

Protection work data on                                             
Personal devices



1 Source: Microsoft security in the New Work environment
research pane, 2022

AI-powered phishing defenses

Phishing email

Employee credentials

They just delivered their username and password to hackers, who can 
now use it to access email and other Northwind accounts.

Attacker

With Microsoft Defender for Office 365

Challenge Solution

SMBs experience a security breach11 in 4



guard sensitive company information.
Safeguard sensitive data

of small and medium businesses handle PII data.1 >55% SMBs say they are concerned about 
employees leaving their company with data 
on personal devices.2

As a result, if the employee leaves the company confidential
document is leaked, which is a business risk.

Challenge Solution

>80%
1 Source: Microsoft Internal Research of SMBs (2-299 employees) 2 Source: Microsoft Internal Research of SMBs (2-299 employees)



Microsoft 
Defender             
for Business



Beyond Traditional Anti-Virus

Microsoft Defender for Business

Elevate Your Security



Defender for 
Business 
brings 
enterprise 
grade endpoint 
security to 
Microsoft 365 
Business 
Premium

MS 365
Business 

Premium3

MS 365
Business 

Premium3
MS Defender 
for Business 

(MDB)3

y

PRE MDB

1. Limited
2. Optimised for SMB
3. Microsoft Defender for Business is available in 
Microsoft 365 Business Premium and as a standalone 
SKU. Read the blog post to learn more.

4. iOS, and Android requires Microsoft Intune. Intune is 
included in Microsoft 365 Business Premium. Please 
see Documentation for more detail.

WITH MDB

https://aka.ms/SMBSecurityMayBlog
https://aka.ms/MDBcrossplattechdocs


Copilot



Microsoft Approved 
AI Chat Tool

1  Image generation and file upload limits apply.

2 Connecting Copilot Chat to your organisation data is only available if your organization admin has enabled this capability.



Free vs Paid



*Ensure Copilot is pinned to your left navigation across Teams, Outlook, and the Microsoft 365 app.

M365Copilot.com Microsoft 365 Copilot App* Edge Browser Sidebar

Teams App Outlook App Microsoft 365 Copilot Mobile App

Access Copilot Chat From Where You’re Working

*Ensure Copilot is pinned to your left navigation across Teams, Outlook, and the Microsoft 365 app.

http://m365copilot.com/


When using Copilot Chat within an app you can reference the open document in your queries.

Access Copilot Chat From Your Apps



Download the Microsoft 365 Copilot 
mobile app and sign in with your work 

account to access Copilot Chat

Use Copilot Chat On The Go



How to Use Copilot Chat in 3 Steps

321

Enter Your Prompt Check Sources Continue the Conversation



Microsoft 365 
Compliance, 
Governance and 
Security



Enhanced Security

Protect your business from 
cyber threats across devices, 

email, identities, and apps

Save more compared 
to standalone licenses 

Industry Recognised

Recognised as a 
leading security 

vendor for businesses 
by independent 
industry experts

Reduced Costs

Why Choose Microsoft Defender Suite?



Identity Protection Device Security Collaboration Security SaaS Security

Enhanced Security
Microsoft Defender for Business

Identity and Access Controls



Siloed tools are not enough

alware—to try and gain entry. Once they have a foothold, they work to 
increase their privileges and gain access to valuable data, crossing different 
identities, endpoints, workloads, and even cloud. These types of coordinated 

attacks are hard to detect without comprehensive alert correlation. 

Meanwhile, your security team is trying to manually correlate alerts while the attacker is 
active in the environment.

1Source: Microsoft Digital Defense Report, 2024

Microsoft Defender XDR delivers incident-level visibility  across the entire kill 
chain, so your analysts can focus on fully mitigating the threat instead  of 
uncovering what happened. Automatic attack disruption will stop lateral 

movement of advanced cyberattacks, such as ransomware, with AI to 
limit the attacker’s progress early on, and give your SOC team full control to 

investigate and remediate cyberthreats.

2Source: Microsoft Internal Research

average time to disrupt a ransomware 
attack with Defender XDR.2

Attacker launches multiple 
waves targeting org

Once successful, they begin 
moving inside the organisation

Eventually reachin
our data and 
exfiltrating it

Multiple alerts t
Remediation requires yet more 

manual steps, giving the attacker 
valuable time to continue their 

efforts

Defender has to manually 
correlate together across 

different sources

Attacker 
launches 

attack waves

Defender coordinates 
defense across 

domains

Security 
professionals

clean up after and 
implement 

changes to reduce 
exposure

Attack is 
disrupted

Challenge Solution

of successful ransomware attacks involve 
an unmanaged device. 190% 3 mins



Attackers 
don’t just target your biggest vulnerability—they target the group that 

cumulatively result in the biggest exposure.

Unified Exposure Management

Microsoft Security Exposure Management helps your team build a 
continuous threat exposure management program by unifying 
disparate data silos, providing security teams with end-to-end 

visibility of their organisation’s security posture.

Phishing     mail

Fileshare 4

Woodgrove_PC1

Woodgrove_Mo
bile1

Woodgrove 
User Group

groveuser1

Subscription ID Blob storage 
account2

Storage_
account

Managing Risk Exposure

Challenge Solution

of organisations have attack paths that 
expose critical assets. 180%

1Source: Microsoft Digital Defense Report, 2024



Data Security

Data loss prevention
Insider risk management

Information protection
Data security investigations

Data Governance

Data catalog
Data quality

Data management
Data estate health

Data Compliance

eDiscovery and audit
Communication compliance
Data lifecycle management 

Records management

Shared capabilities

Classification l  Labels  l  Audit 

Why Choose Microsoft Purview Suite?



Business Premium + Purview Suite

Microsoft 365 Business Premium Microsoft Purview Suite
Productivity and Security suite Simplified compliance and data governance

Microsoft Purview Suite for Business Premium



Collected 
proprietary info 
from multiple 

companies 
leveraging her 
privileged title.

Attempted to copy 
the info to an 

external hard drive 
but was blocked 

by the DLP policy 
at Company A.

She found a 
loophole and 

uploaded sensitive 
content to her 
personal cloud 
storage at both 

companies.

She copied those 
files from the 

cloud storage to 
an external hard 

drive at 
Company B.

She was 
terminated from 
both companies

and her hard 
drive underwent 

an authority
investigation.

Leverage Data Security Posture 
Management recommendations to 
create correlated DLP and Insider Risk 
Management policies to identify risks of 
sequential activities that might leak 
sensitive data.

Use built-in ML trainable classifiers in 
Information Protection to discover and 
auto-label intellectual property and 
protect it with encryption and access 
policies.

Use 100+ ready-to-use indicators 
and ML models in Insider Risk 
Management data leak/theft polices 
to detect Jane Doe as a repeat 
offender.

To better understand the breadth 
and depth of the data impacted by 
Jane’s actions, perform AI-powered 
deep content analysis with 
Data Security Investigation. 

Use Adaptive Protection to enforce a 
block Data Loss Prevention policy on 
high-risk users. Jane’s actions to upload 
files to a cloud storage and copy to a 
hard drive can be blocked dynamically, 
while others could work as usual.

Adaptive Protection with Entra 
Conditional Access can help block 
access to apps that store data.

Bridge Data Security Gaps
A negligent user 

accidentally 
exposed sensitive 

information

Microsoft Purview 
Data Security

Jane Doe



Prevent Data Leakage

Microsoft Purview 
Data Security

Information Protection

Information Protection

DLP for Microsoft 365 Copilot

Data Loss Prevention

A negligent 
user accidentally 
exposed sensitive 

information.

John and Alice

DSPM for AI

Copilot in 
DSPM for AI



Summary



Microsoft 365 Business Premium

Comprehensive Cost Effective Enterprise-grade Security

Microsoft 365 apps, Teams, 
and security in one solution

Ease licensing complexity

Get up and running quickly 
with simplified deployment

Save costs vs buying
multiple security solutions

Reduce operational expenses 
with automation

Lower help desk overhead 

Top rated security vendor 

Comprehensive security across identity, 
devices, apps, and data

Industry first, automatic attack disruption

One solution to run your business securely from anywhere






